
is a cryptocurrency mining service that relies on 
a small portion of computer code 
designed to be installed on websites. 
This sneaky code uses some or all 
of the devices processing and/or 
battery power of any browser 
or rouge application that 
visits the website in 
question, enlisting 
the machine to 
mine bits of Monero 
Cryptocurrency. 
Monero differs from 
Bitcoin as its transactions 
are virtually untraceable, 
and there is no way for an 
outsider to track Monero 
transactions between two 
parties. Making this an especially 
appealing choice for cybercriminals.

This is how it works. Coinhive released 
its mining code last summer, pitching it as a way 
for website owners to earn an income without 
running intrusive or annoying advertisements. 
What does Coinhive get out of all this? Coinhive 
keeps 30 percent of whatever amount of Monero 
cryptocurrency that is minded using its code, 
whether or not a website owner has given 
consent to run it. The code is tied to a special 
cryptographic key that identifies which user 
account is to receive the other 70 percent.

This sounds good...right? But this is why it’s bad. 
Much like a malware infection by a malicious 
bot or Trojan, Coinhive’s code frequently locks 
up a user’s browser and drains the devices’ 
battery as it continues to mine Monero for as 
long as a visitor is browsing the website. And 
if that weren’t enough. Coinhive’s code has 
emerged as the top malware threat tracked by 
multiple security firms. Much of time the code 
is installed on hacked websites — without the 

owner’s knowledge or permission. And for those 
who have given consent to run Coinhive it CAN 
NOT be deleted by the user; if you choose to 
terminate the key, it just terminates the user 
on that platform, it doesn’t stop the malicious 

JavaScript from running. 
And once you invalidate 
a key, Coinhive keeps 
100 percent of the 
cryptocurrency mined 
by sites tied to your 
account—from then on 
you receive nothing.

How can this affect you? 
Some security firms say 
over 33,000 websites 
are currently running 

Coinhive’s JavaScript miner code. 
It’s impossible to say how many 
of those sites have installed the 
code intentionally, but hackers 

have secretly stitched it into some 
extremely high-profile company 

websites, such a The Los Angles Times, 
Blackberry, Politifact, and Showtime. And 

it has turned up in some unexpected places as 
well. Coinhive code was found embedded in all 
web pages served by WiFi hotspot at Starbucks 
in Buenos Aires. Coinhive was even found hidden 
inside of YouTube advertisements (via Google’s 
DoubleClick platform). And Coinhive has even 
been found on Browsealoud, a service provided 
by Texthelp that reads web pages out loud for the 
visually impaired.

This past week I was at an office and discovered 
Coinhive was running on infected Android phones 
(which have proven to be particularly vulnerable.) 
So what can we do to protect our websites and 
devices? Malwarebytes is one product that will 
block access to Coinhive and offers some of the 
best protection for your devices. But I can’t stress 
enough – don’t be quick to click on something 
that sounds to good to be true. § 
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COINHIVE

Coinhive has 
vaulted to the top 
of the malicious 
threat list in less 

than a year
after its debut!


